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Claims 



1 1 . An electronic key system which provides services 

2 with the use of an electronic key, said system comprising : 

3 a user module which has stored electronic key data 

4 having a main ID and a sul> ID to identify an electronic key, 

5 and a service providing device which jnrigpjs allowanrft or 

6 denial of provision of services, 

7 wherein: 

8 said user module comprises 

9 accepting means which accepts au electronic key 

10 fran.^issinn request from .said Rftrvicp. providing device, 

11 and 

12 transmitting means which transmits said electronic key 

13 data to said service providing device; 

14 said service providing device comprises 

15 storing maans which stores service allowance 

16 information to allow the provision of cervices and service 

17 denial information to deny the provision of services, 

18 accepting means which accepts said electronic key data 

19 fxom said user module/ 

20 tirst judging means which judges whether r.hp. main J.D 

21 in said accepted electronic key data ia present in saidecrvice 

22 allowance information, 

23 second judging means which judges whether the sub ID 

24 in said accepted electronic key data is present in said service 
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25 denial information/ and 

2 6 provision judging means which iudqes allowance ur 

27 denial of the provision of services according to results 

28 of said first and second judgments. 

1 2. The electronic key system according to Claim 1, 

2 wberei n : 

3 said provision judging means allows the provision of 

4 services when said first Judging means Judges that the main 

5 ID is present in said service allowance table and said second 

6 judging means judges that the sub ID is absent in said service 

7 denial table. 

1 3. The electronic key system according to Claim 1, 

2 wherein; 

3 said electronic key data comprises shared hierarchy 
a data indicating whether the electronic key can be shared 

5 or not; and 

6 said user module further comprises generating means 

7 which generates an electronic key to be shared/ having a 

8 same main ID and a different sub ID, when the shared hierarchy 

9 data indicates r.har. the electronic key can be shared, 

1 4. The electronic key system according Lo Claim 1/ 

2 further comprising: 

3 an electronic key manaqinq apparatus which manages an 
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4 electronic key service, 

5 wherein: 

6 said electronic key managing apparatus comprises 

7 a means which stores a client table containing a 

8 membership number and a sub T n to identify a user, 

9 accepting means which accepts the membership number 

10 and the sub ID trom an external system, 

11 invalidation judging means which judges whether the 

12 sub ID in said client table corresponding lu Lhe accepted 

13 membership number matches with the accepted sub TD and judges, 

14 according to a result of said judgment/ whether entire 

15 invalidation processing for invaliding all user modules 

16 having a same main ID or partial invalidation processing 

17 fur invalidating only a user module having a same sub ID 

18 is to be performed, and 

19 transmitting mean3 which transmits a rccult of said 

20 invalidation judgment to said service providing device; and 

21 said service providing device further comprises 

22 changing means which changes said service denial table or 

23 said service allowance table according to the result of said 

24 invalidation judgment. 

1 5. A user module which has stored electronic key data 

2 used in judying allowance or denial of provision of services 

3 by a service providing device which provides services, 

4 wherein: 
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5 said electronic key data comprises main ID data and 

6 sub ID data to identify an electronic key; and 

7 said user module comprises transmission request 

8 accepting means which accepts an electronic key transmission 

9 request from said service providing device, and transmitting 

1 0 jueans which ti dnsmits said electronic key data to said service 

11 providing device. 

1 b. The user module according to Claim 5, 

2 wherein said electronic key data s shared hierarchy data 

3 indicatinq whether Lhe electronic; key etui be shared ui not, 

4 and 

5 wherein said user module further comprises: 

6 sharing request accepting means which accepts an 

7 electronic key sharing request; 

8 generating means which generates electronic key data 

9 to be shared, having a sam* main ID and a different sub ID, 

10 when the electronic key can bo shared; and 

11 transmitting means which transmits said generated 

12 electronic key data to be shared to an external system. 

1 7. The user module according to CI aim 6, further 

2 comprising: 

3 sharing judging means which Judges that the electronic 

4 key cannot be chared when the shared hierarchy data has a 

5 specific value and the electronic key can be shared when 
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6 the shared hierarchy data has a value other than said specific 

7 value/ 

8 wherein oaid generating means generates said 

9 electronic key data to be shared by changing Ihe value of 

10 the shared hierarchy data in said electronic key data by 

11 subtracting *1* therefrom. 



1 8- A aervice providing device which judges allowance 

2 or denial of provision of services with the use of electronic 

3 key data stored in a user module, said device comprising: 

4 sLoring means which stoies service allowance 

5 information tn allow thft provision of services, and service 

6 denial information to deny the provision of services; 

7 accepting means which accepts said electronic key data 

8 from said user module; and 

9 judging means which judges allowance or denial of the 
in provision of sarvir.ft for said accepted electronic key data 

11 on the basis of said accepted electronic key data, said service 

12 allowance information, and said service denial information. 

1 9, The service providing device according to Claim 8, 

2 wherein : 

3 3aid electronic key data comprises main ID data and 

4 sub ID data to identify an electronic key; and 

5 said judging means comprises first judging means which 

6 judges whether a main ID in said accepted electronic key 
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7 data is present in said service allowance information, and 

8 second judging means which judges whether a sub ID in said 

9 accepted electronic key data ispresent insaid service denial 

10 information, and judges allowance or denial of the provision 

11 ot services tor said accepted electronic key data according 

12 to results of said firct and cccond judgment©. 

1 10. A service providing device which judges allowance 

2 or denial of proviaioxi of atfi vices with the use of electronic 

3 key data stored in a user module, 

4 wherein: 

5 said electronic key data comprises main ID data and 
S sub ID data to identify an electronic key; 

7 said service providing device comprises storing means 

8 which stores servir.P. allowance information to allow the 

9 provision of cervices and service denial information to deny 
10 the provision of services; 

H invalidation accepting means which accepts a command 

12 for partial invalidation or a command for entire invalidation 

13 of the electronic key rrom said user module; 

14 appending mean3 which append© , when the command for 

15 the partial invalidation is accepted, main ID data and sub 

16 ID data contained in said command to said service denial 

17 information; and 

1 8 deleting means which deletes, when the command for the 

19 entire invalidation is accepted, main ID data contained in 
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20- ©aid command from* said service allowance information, 

1 11 • An electronic key managing apparatus which manages 

2 electronic key data to receive provision or services, said 

3 apparatus comprising: 

4 storing means which stores electronic key data having 

5 main ID data to identify an electronic key, sub ID data to 
€ identify the electronic key, and shared hierarchy data 

7 indicating a range within which the electronic key can he 

8 shared; 

9 sharing requesting means which accepts a sharinq 

10 rftqnASt. nf the electronic key containing the sub ID data 

11 inputted from a linked-terminal apparatus via a network; 

12 sharing judging means which judges whether the 

13 electronic key can be shared or not with reference to the 

14 shared hierarchy data; and 

lij generat i ng tneans which generates electronic key data 

16 to be chared when the electronic key can be shared. 

1 12 . An electronic key managing apparatus which manages 

2 electronic key uaU lo receive provision of services, said 
A apparatus comprising: 

4 3toring means which stores service allowance 

5 information to allow the provision of services and sftrvir.e 
€ denial information to deny the provision of services; 

7 accepting means which accepts electronic key data from 
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8 an external system; and 

9 fudging means which fudges allowance or denial of the 

10 provicion of cervices for eaid accepted electronic key data 

11 on the basis of said accepted electronic key da La , said service 

12 allowance information, and said service denial information - 

1 13. A door locking/unl ocking syst.P.m whir.h lor.ks or 

2 unlocks a door of a residence with the use of an electronic 

3 key, said sys.rem comprising: 

4 an IC card which has stored electronic key data having 

5 a main ID and a sub ID Lo identify an eleutiunic key, and 
K a device which locks or unlor.ks the door by judging validity 
7 of said electronic key data, 

B wherein: 

9 said IC card comprises transmittingueans which accepts 

10 an electronic key transmission request from said device and 

11 transmits said electronic k*>y data to said device; and 

12 said device comprises 

13 storing means which stores service allowance 

14 information to allow the provision of services and service 

15 dexiictl iuIoruiaLiuii tu deny the provision of services, 

16 accepting means which accepts said Ai flr .trnnir lceydar.s 

17 from said IC card/ 

18 first judging means which judges whether the main ID 

19 in saidacccptcd electronic key data ispresent in saidservice 

20 allowance information, 
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21 second judging moans which judges whether the sub ID 

22 in said accepted electronic key data is present in said service 

23 denial information, and 

24 performing iu«<4iis which locks or unlocks the door by 

25 judging the validity of said accepted electronic key data 

26 according to results of .said first and second judgments. 

1 14. A rental car service system which provides a key 

2 of a rental car to a user with the use of an electronic key 

3 as the key of the rental car, said system comprising: 

< an IC card which has stored electronic key data having 

5 a main ID and a sub ID to identify the electronic key, a 

6 device which allows the use of the rental car by judging 

7 validity of bald electronic key data, and au elecUunic key . 

8 managing apparatus which manages said electronic key data 

9 to receive the provision of services, 

10 wherein: 

11 said electronic key managing apparatus comprises 

12 generating means which generates an electronic key having 

13 a main Tn and a sub TH to identify a rental rar sesl er.teci 

14 from an external system, transmitting means which transmits 

15 said generated electronic key to the ic card of the user, 

16 and transmitting means which transmits eaid main ID to said 

17 device; 

18 said IC card comprises storing means which stores said 

19 generated electronic key; and 
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20 3aid device comprises storing means which etorcs said 

21 transmitted main ID into service allowance information to 

22 allow the provision of services. 

1 15. Aprogramof a computer apparatus used for a service 

2 providing device which judges allowance or denial of 

3 provision of services to judge allowance or denial of the 

4 provision of services, said program causing said computer 
b apparatus to activate: 

6 storing means which stores main ID data and sub ID data 

7 to identify an electronic key; and 

8 transmission request accepting jneans which arr.p.pfs an 

9 electronic key transmission request from said service 

10 providing device, and transmitting means which transmits 

11 said electronic key data to said service providing device. 

1 16. The program according to CI aim 1 5, f nrf hP.r rail si ng 

2 aaid computer apparatus to activate: 

3 storing means which stores shared hierarchy data 

4 indicating whether the electronic key can be shared; 

5 sharing request accepting means which accepts an 

6 electronic key sharing request; 

7 generating means which generates electronic key data 

8 to he shared, having a same main ID and a different sub ID, 

9 when the electronic key can be chared/ and 

i0 transmitting means which transmits said generated 
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11 electronic key data to be chared to an external system. 

1 17 • A program readable by a computer apparatus for 

2 judging allowance or denial of provision of services which 

3 causes the computer apparatus to judge allowance or denial 

4 of the provision of services with the use of electronic key 

5 data stored in a user module, said program causing said 

6 computer apparatus to activate: 

7 scoring means which scores service allowance 

8 information to allow the provision of services and service 

9 denial information to deny the provision of services; 

■1 0 accepting means which accepts sai d el fictrnrir. Vfiy data 

11 from said user module; and 

12 judging means which judges allowance or denial of the 

13 provision of services for said accepted electronic key data 

14 on the basis of said accepted electronic key data/ said service 

15 al Inwance information, and said Sfirvir.fi rinniai information. 

1 18. An electronic Key usage method which provides 

2 services with the use of an electronic key, said method 

3 culupiisiiiy ; 

4 a storing step of storing service allowance information 

5 to allow the provision of services and service denial 

6 information to deny the provision of services; 

7 an accepting ctcp of accepting electronic key data, 

8 containing main ID data and sub ID data to identify an 
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9 electronic key, from an external system; 
1*0 a first judginq step of judging whether a main ID of 

11 said accepted electronic key data is present in said service 

12 allowance information; 

13 a second Judging step ot j\idging whpr.hftr a sub ID of 

14 said accepted electronic key data ±3 present in caid service 

15 denial information; and 

16 a provision allowance/denial judging step of judging 

17 allowance or denial of the provision of services fox said 

18 accepted electronic key data according to raAUlf.s of said 

19 first and second judging steps. 
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